i
o

e

Studdents on Cyber Safet

i |
A Hoandbook for Adolescents/




e S
R
{ .

2 %&&% =
e e
s

e




s
o
i
i
. %
e i
2
5
o i « !
A y
o M\ -
G
i i =
%ﬁ
X .
;
i i




ABOUT THE
HANDBOOK

CYBER THREATS
THAT CAN IMPACT

' SAFEGUARDS
FOR YOUR SOCIAL -
NETWORKING
PROFILES




par‘r af our day—fwday hfa If &ns Jus'r tmnsfemed the way we
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; beﬁer‘ and prepare 'rhemselvas to be MSponsibEa and mmful cyber
citizens of future. The purpose of this handbook is to provide an
overview of various cyber threats that can impact children and
 discuss safeguards that canhelp in preventing the cybercrimes.
The first and second chapters of the handbook provides an
insight to children onwhy cyber security is a concern and what are
different types of cybercrimes that can impact us.The third
- chapter of the handbook talks about cyberbullying and how it can
impact children. It further details out the key safeguards that
may help children to protect themselves against cyberbullying and
ways to deal with cyberbullying.

The fourth chapter of the handbook covers cyber grooming
'~ and its impact on the children. It also provides details about various
 safeguards that can be adopted by children to protect themselves
from cyber grooming. The fifth chapter falks about cyber threats
related to online gaming and safety tips that can help children in
safeguarding themselves against such cyber threats. Emails are
~ used commonly by cybercriminals. The sixth chapter provides an
overview of how cybercriminals can trigger cybercrimes using emails
and safety tips that may help children in using emails securely.

Cyber technology has also transformed the way we do
financial transactions. More and more people are using online
platforms for shopping, transferring money and other financial
transactions. Moreover, efforts are being made to facilitate
~ financial education in schools in order to make students ready for
 future. In view of increasing cybercrimes related to financial
| muds chapfer' severﬁh of the hcmdbook provi’de,s an overvi ew to

r of ‘fhe handbook covers cyber threats t

~ chapte
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~ peersand parents and contribute inma




WHY IS CYBER
SECURITY
A CONCERN?

Today internet, computers, smart phones and other
communication technology devices have become an integral
part of our life. Imagine, how much time we spend each day on
these smart devices. We have made internet communication
mediums like Google, emails, WhatsApp, Twitter, Facebook,
etc., part and parcel of our everyday activities. But most of us
are unaware of cyber safety and security essentials to
safeguard ourselves.

Do you know that whatever information or
personal details are shared on internet stay
online forever as it is extremely difficult to
delete the information completely?

WHAT ARE CYBER CRIMES?
Cybercrimes are offences that .
against individuals, companies or i




computers, mteme’r apr' mo@zle Technolegy Cybercriminals
use plaffar‘ms such as social networking sites, emails,
 chatrooms, pirated ' software, websites, etc., to attack
victims. Children are also vulnerable to various types of
cybercrimes. ’

“According to the Indian Computer Emergency Response Team
(CERT-In), over 53000 cases of cyber security incidents were
reported in 2017 inIndia”

PHEEETT

.. Doyou know that cyber—aﬁacks are”

becoming more complex and sophisticated -
and are increasingly targeted on stedling:
: the personal information such as phone -
= number, address, photographs, bank details etc.? The personal
information can be used by cyber criminals against you in =

._d |ffe.ren1' ways I:ke cren‘rmg Yau fake Pmﬁ le, cyber' bullymg e

Liibbit ik L

cr'rmes cmd precautions that you must take in
riskof fallinga victim to cyber crime.



Cyber threats are different possible ways that can be used to
attack us using internet or mobile technology.

Cyber criminals want to get unauthorized access to our sensitive
information .In majority of cases, the cyber criminals would
advent an attack with a clear cut objective, for that they use s
of the most effective methods. P

ol

Some common ways used by cyber criminals a
&= Email Spoofing: Sending out e-mails
genuine and from a trusted e-mail

not.



(& Mdlicious Files Applications: Sending you malicious and bad
applications and files through direct messaging, gaming,
emails or websites etc. in order to get access to your
smart phone and personal data.

& Social Engineering: Social Engineering is a technique used by
cybercriminals to gain your confidence to get information
from you. Depending on what you like to do most, a
cybercriminal may try to interact with you to mine for
information and/or commit some harm to you. Suppose you
like to play an online game, an impersonator behaves like
another child and invites you to talk to him and share
information.

& Cyber Bullying: A form of harassment or bullying inflicted
through the use of electronic or communication devices such
as computer, mobile phone, laptop, etc.

(& Identity Theft: Deliberate use of someone's identity to gain
financial advantage or to obtain credit and other benefits in
the other person's name/ for counterparts disadvantage or
loss.

& Job Frauds: Fraudulent representation or a deceptive
activity on the part of an employee or a prospective employee
toward an employer.

& Banking Frauds: Fraudulently obtaining money froﬁg
depositors by posing as abank or other financial institu
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Cyber bullying is one of the common cyber threats being faced
by children and young people. Though cyber bullying can impact
anyone yet due to limited understanding about cyber threats,
children become easy victims of cyber bullying.

Cyber bullying means using internet or mobile technology to
intentionally harass or bully someone by sending rude, mean or
hurtful messages, comments and images/videos. A cyber bully can
Use text messages, emails, social media platforms, web pages, chat
rooms, etc. to bully others.

that someone is bullying us onlme’ A cyber bully '
canbe a known person, friend, relative or even an unknown -
person whom we met online on social media -
platform or a chat room, gaming portal, etc. The
magm?ude of cyber bullying can range from sendmg rude and -
hurffu! messages, spreading embarrassing rumours to direct

'hrgqfs__,__sfg_{k:ng, efc.




Tﬁe consét;uenc‘ég of cyber bullying on children are manifold.
There can be phys’!cal emotional and psychological consequences
that can na'r‘ 0nly impact the academic performance of students

~ but affed’ Thetr' d(uiy life to agreat extent.

Concerned about cyber bullying? Don't worry... with
‘awareness and precautions you can use internet and

mobile technology without any fear. You need to be
careful and follow safeguards to protect yourself
and your friends against cyber bullying.

Let's discuss how you can protect yourself from becoming a victim
of cyber bullying

& Don't accept friend requests from unknown people on social
media platforms. Cyber bully can even create a fake
account to befriend victims. As a rule of the thumb, only add
people online whom you know of fline

@& Don't share your personal information like date of birth,
address, and phone number on social media or other online
platforms. You can go to privacy settings on social media
platforms fo select who can access your posts online. Try to
restrict access of your profile to your friends only. Picture
stories for example on a particular platform are public by
default.

& Remember what you post online remains there so it is
important to be careful and not to share your phone.;n ;
and other personal details in comments or pos;;ﬁ :
media platforms Y 4

& Never install unwanted Software and Apps’
online games, etc. from unknown sources |
careful while chatting in the chat rooms



personal details in the chat room and limit your identity.

@& If you feel hurt after reading a post from a friend or a
stranger, don't react with aggressive reply. It may encourage
the bully to keep posting such messages. If hurtful
post/message is from your friend, you can request him not to
do it again. If you are repeatedly getting such messages/
Ppost, please inform your parents or elders immediately so
that they can support you.

@& Also, please remember that as a good netizen you should never
share mean comments or hurtful messages or embarrassing
pictures/videos online. Please be careful and check if your
post/comment /videos can be embarrassing for your friend or
anyone else. If so, please don't post. You should not become a
cyber bully yourself as it is a punishable of fence. It adversely
impacts the victim.

What canyoudo if you are a victim of cyber bullying?

If you feel that you are a victim of cyber bullying, please inform
your elders so that they can intervene and support you. Following
suggestions can be helpful inmanaging the situation.

2 Inform your parents/elders
immediately: If someone is bullying
you, you must inform your
parents/elders immediately. Don't
feel that your parents will restrict
your online activity or ask you not to

use your computer/smartphone. I'tis
important to inform them so that they can Supp!
you. Narrate the entire issue clearly to you




Identify the bully: Try to identify if the bully is a known
person or a stranger. You should try to find out the reason why
buﬁy is bothering you. A bully can be your friend or a known
person. -?Du:-mnf seek help of your parents/teachers to reach
out to the bully and ask him/her to stop bullying you.

— Block the Bully: If bully is using social .
~ media platforms to bully you, you can block '

him/her. All the social media apps or

services have the option to block auser.

Collect and Save posts/messages: Save posts/messages that
were used against you. Such messages/posts can be used as an
evidence, if in case alegal action has to be taken.

Never respond to a bully aggressively: Bully wants you fo get
aggressive and get into heated argument. This adds mileage to
the information unwantedly. So the best way is o ask the
person politely to stop it and if he/she becomes annoying, stop
the chat/ block him/ her

If your parents/elders feel the need, they can contact
local police station to lodge a complaint against the bully

Do you know that _:‘-5:'_1'. is both illegal and unethical to '_

threaten someone online? Even if you send them =

offensive messages, call them vulgar names, make

-co‘;?t.x.men?s on how they look, etc., you may be _.';
' calling for trouble.



Imf:aﬂy, the cyber' groamer can_gwe 'yw co
medelkng _peb off&r and ?a‘l'er ﬂley car; sfar#

| __semeone Em;lds an emot‘mnai b@nd mth ch:;dre,n fmugh- sac,ﬂ;

media or mess.agmg plaffo%‘ms with an obj ‘}E',C‘I‘fm of gmmng thar:

trust for sexually abusing or e,xpiau?mg ‘rhem

The cyber groomaré can use gammg we{asr&es sm:ml madm e.maﬁ :

Do you Rriow that many of us don't even realize 1B

that someone is grooming us online? Online
groomer can be a known person, a relative or even
an unknown person whom we met online on social
media p!aﬁorm achat r-oom or gammg por‘ral e'rc

The onfme gmomer mosﬂy mr‘ggat eer
they f&ce immense b:ofogu:al personal









Do you k ha publishing and

transmitting sexually explicit material or Child
Sexual Abuse Material (CSAM) is electronic form
is a punishable offense under The Informatiol
Technology Act 2000 of India?




Surprised how online gaming is related to cyber security:
Let me ftell you that more and more children and young
people are gaming online and the number is going to
increase many fold in future. Where ever there are lot of users on
internet, cybercriminals find their way to victimize them. This can
be in way of cheating, cyber bullying, sharing inappropriate
content, efc.

Gaming is another area which has been transformed with
the advent of information technology. More and more children are
Joining the online gaming community. Easy access and variety of
platforms that can be used for playing online games have helped in
increasing online gaming in India. Children can play online games on
mobiles, consoles, computers, portable gaming devices and soc
networks. The gaming consoles opem‘re likea compu:rer* '

G

other devices. You not only play games with cr
but also talk to them, share your views, bet
groups, teams, etc. There are crores of |
games at any given point in time. While/onlin
they also bring associated risks.




Do y know that you fﬁdy end—ﬁﬁlidawnlo;iding.ﬁ_

' spam,viruses, malicious softwarz along with the 3

: q-a;me games that can adversely impact your

computer or mobile phone  or gaming console? It:

is important to download games from reputed

es. Never download/ install plr'afed games am:i safTware

Itisa maﬁer of concern fha'r outdoor ae'nwfzes und physncai games
‘are missed out on by our computer and smart phone-loving children. It
is advisable to include outdoor games in addition to online games that
helps you inyour overall physical, mental and social development.

Given the range of online games available and ease of playing with
crores of players online from across the globe, online gaming can be
a fun way for you to connect with others, but it is indeed important
for you to understand the associated risks and know how to handle
certain situations. Enjoy the online gaming experience and have

great fun, but make sure that you play it safelll

Do you know what are the risks associated
with online gaming?
(@ There are many aggressive players
= online who may bully you. Some players
play simply fo bully or harass others. They may use inappropriafé

&> Many adults and cyber criminals also
pretend to be a child. They may try to
tips about the games, sharing points
your trust. They may use this opport

[14)




: geﬂin:g}}s}eﬂs\_ﬂnai information or motivating you for a one-to-

cg> There are many free online gaming websites. Moreover, you
may receive links over emails or text messages to download an

 interesting online game. Some of the games ask lot of personal

- information about the player before creating an account. This
may compromise your personal information like your name,
age, mobile number, etc., which can be misused. You may end-
up downloading viruses or malwares along with free online
games downloaded from unsecure sites which can infect your
computer, smart phone or other gaming devices.

&> Inmany online games you are asked to buy points/coins, etc.,
which can be used to improve performance or give you
advantage in terms of fime or resources. You are asked to
share credit card details for the payment. Of course you
ask your parents to help you with the purchase. However,
some infected online games can capture your credit card

detailsand misuseit.

Concerned about online gaming? Don't worry... with

awareness and precautions you can play online games
' safely. You need to be careful and follow safeguards
to protect yourself and your friends from pote

risks associated with online gaming. y i .
Let's discuss how you can protect yourself

g Don't share your personal informati

birth, address, and phone number

®
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online;gggﬁes.;‘/ou don't know who the players are and what is ;

P fhewm*tanhon? You may end-up sharing your information with

scammers or cyber bullies.

' F&evar s_ﬁ?z&r‘é‘ your or your parent’'s credit card/debit card
details with anyone when you are playing online games. Some
cyber criminals befriend children by helping them with winning
games or sharing points. They may win your trust and later ask
for your help to buy coins/points, etc. They may ask credit or
debit card details. Never share such details with anyone.

Never install games downloaded from free online gaming
websites that are not reputed. Never download games by
clicking on links received on mail or text message or
through a popup. You may end-up downloading viruses and
malwares which can compromise security of your

computer or smart phone.

Always install a good antivirus software on your computer,
smartphone or other handheld devices. Regularly update the
antivirus and other applications.

Never share your passwords with anyone. You should use a
complex password for your online gaming account and other

online accounts. It is a good practice to change yo

password on regular interval.

Never use voice chat or web cam while ple

This may share your identity with o'rhe'r‘i“ﬁ '
cyber bulliesand other cyber criminals. 7

Never meet in person with someon
world. Inreal life they may be very diff

[16)
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may beﬁ're.mi Sfou and fry meeting you or getting your personal

'iéﬁﬁorg;;@fi‘on, They may have wrong intentions.

& If you face any challenge in online gaming world, immediately
inform your parents or elders so that they can support and

 guideyou.

Develop habit of playing outdoor games. You will enjoy outdoor

activities and can make real good friends. Limit your exposure to

online games as much as possible

» Do you know playing outdoor games help you in_;:-j :
' exploring the environment, developing rz'-zg_i_scie;-'
strength, gaining confidence, making new ﬁ-nd.'"'
real friends and improving your overall personality?




Most of you have your parsaml email acceurﬂ' We ne.cd an
~email account not just to send emails to our friends and
;farmfy members but also for opening a social media
account, online gaming account and other online accounts.
Our email account has become an integral part _o*f-‘ our life. As you
- will grow up ,,__uriiify of your email account will increase. You will use
your email account for connecting with bank, mobile service
provider, communicate with your college, efc. It is very important
| 1'0 Iearn how to safagu.wrd ycur' emall agcmunf

Do you know we all get unwanted mails regularly? 4
Have you noticed 5pam email box in your email :
" account? Most of the email providers have the
facility of a spam box where unwanted mails are
Transferr'e-d.Emdjil._.fraud is very common and least -

= expensive method used by cyber criminals to compromise other :

= email accounts for personal gain or tfo cause damage to
_individual. i




~ How it works?

" Me are many ways a cybercriminal can use an
—==_email to trigger an attack on your system or collect
== your important personal information, You may have

“-__'i i heard about phishing, vishing, etc. You can read

about these online but here let's try to understand
ina very simple way how email frauds can happen

(&= A cybercriminal sitting anywhere in the world can send
you an email from a fake account which looks like a
genuine account. For example, you may receive a mail from
your gaming portal or social media platform where spelling
of service pr'owder or email id w:ll be slightly
changed. - Eiistam st

you noticed ‘that Spe.lhng of gammg is mcor‘rec‘r‘) These
emails contain links which would direct you to another page
where you would be asked to enter passwords/ credential for
technological upgrade, compliance or other fake reasons
(which may sound genuine). And finally you end up giving
your credentials to cybercriminals.

&= Another way commonly used by cyber criminals is sending an
email with a document (word or excel file) with malware

(dangerous program that can impact your computer) attached
To it. The ftitle of the email or document can be ve
appealing to you such as tips to win famous onlme gamg&or»%

i

gt

to receive free coins for a famous online gnfﬁ"
z appealing title. If you open such
malware may gef installed to your compu '
malwares could send important cr
computer like password, login id, e%ﬁ%
onregularintervals.

®
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er common email fraud is when a cyber criminal sends
infor‘ming' that you have won a ioﬂer'y ora

- iem&ﬁ (mdﬁespand toit. The qrbe.r Crintibel ke for your
persoml details and bank details for transferring the
~ winning amount. They may also ask you to deposit a processing

fee to enable them to transfer the winning amount. All such
emails are generally fake and intention is to get your personal
details or money from you. As a child you may not have bank
account but you may still receive such emails. You should also
share about such emails with your parents so that they can
protect themselves.

Email account hacking is another common way used by cyber
criminals. They may use malware or other tricks to obtain
your email id and password. Once your email account is
hacked, cybercriminals can use it to get access to your
critical information like social media accounts, bank accounts,
etc. They canalso send of fensive emails to all your contacts.

Another common trick used by cyber criminals is to hack your
email and impersonating your profile and seeking financial
help from all your family and friends who are in your email
address book. Have you ever received an email from
someone known to you asking for financial help as he o)
she is in emergency with limited access to phone or hi
bank account? 6 .
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' q@w F}‘r’sﬁt tmperfantﬁep is to safeguard your own email id so that
. itis not hacked or compromised. For this, You must use q

- complex Password and change it Periodically. A simple

combination to set q strong password,

You can use two factor authentication for login. This feature
is provided by most of the email service Providers. Two factor
authentication allows you to login to your account with a
Password plus OTP received on your mobile phone. This is q
good security feature and may help you in keeping your
account safe.

Sharing password May compromise your email account.
Don't click on link or attachment from unknown sender.

If you are using computer of your friend or q computer in q
cyber café to access your email account, make sure you
don’t click yes on “remember password popup” which generally
comes when you login from q new computer. You must never
allow any computer to remember your password (this m

Password will not be required to login to your acco J
system). Always remember to sign off ﬁm@
account after using it. Always change your
has been accessed from apublic co.mput'ei ;

If youare accessi ng email on your mo
keepastrong pPassword to access your p



“ i Tl : S
: 2 s e
i"' .

i i
| i
e

e I ymﬂg &@1 account is hacked/compromised, send an alert
" email or message to all your contacts about the same e

w0t to open the links/ attachment from your email id.
«@gzé_;,%mchom to your email service provider through

&

S

. mkppa@ﬁnd request them to temporarily block your email
k - mogm'f Try to retfrieve your password and change your
© password immediately.

g Never install unwanted software and apps from unknown
sources. Never click on links or files received from unknown
person on your email or over message. This may be an attempt
to infect your computer/ phone with malware.

== Ifyoureceive an email about winning a lottery or great offer,
please  don't respond fo it or share your personal
information like name, address, bank account details, etc. If
you receive an email from your service provider about an
update or any other genuine reason, verify the sender's email
id carefully. Check if There is any spelling mistake. Avoid
clicking on links from such emails. Try to connect with service
provider to checkiif the email is genuine.

= If you receive an emergency email from your friend or

relative asking for financial help, try o connect with that
person over phone or through other known people to
validate the authenticity of the email. There may be a
possibility that his or her account has been hacked and
used to send such email.

(e Be watchful and develop a habit to change password
regular intervals, ignore emails from unknown
restrict yourself from sharing personal
clicking links/documents received from ur

" Do you know cheating people using comrnun.i'::a"\:ibn
~ devices or otherwise is a punishable offence



Online Transaction

Fraud

Though most of you may not be using banking servi ces such
as debit card, credit card, net banking, etc., at this stage but as
you grow up you may start using these services. Moreover, as a
smart citizen you must understand how online transaction frauds

can happen so that you can teach other's in your family and friend
circle.

Online transaction fraud means illegally withdrawing or
transferring money from your account to another account by a
cyber criminal. Online transaction frauds can happen when your
login credentials or bank account details or credit card details are
stolenby a cyber criminal.

o How it works?
e,
T
s
——

appears to be from your bank or credit
When you click on link provided in the email i

S
e
o
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whe.r'e. your: sarﬁt?we information like bank account details, card
de?m%s_ card ve.r-lf)ca?ion value (CVV), expiry date, etc., is asked.
 Once: f?ou sh@e. fhese details, your account can be compromised.

Card mnﬁv value

Cardholder name {on Visa cards only) ‘Source : \iisa

| Cyberc riminals may fake his/her identity and call you posing as a
' bank employee and try to obtain credit card or bank details such as
account number, personal i dentification number (PIN), CVV,
expiry date, date of birth, etc. Once such details are given, the
~account canbe compr-omis_e.‘d.

Do you know your dzbu‘rr’credﬁ card PIN is unigue
number which is required to access your card on 3
ATM or for other online transactions? You can _.:3

change your PIN number easily. It is a good practice E

: to change your PIN periodically.

' Usually, our mobile number is linked with our bank account. Cyber

criminals may also call you, posing as an employee of mobile serv :
provider and inform you that your mobile {
 disconnected if you don't update your Subsc
Module (SIM). For updating the SIM, they w
ask you fo send an SMS from your number
Actually, they are attempting to make Pﬁi
mobile service provider to block the exis

A
(24]



. MP'I COT&&IM “They obtain the duplicate SIM from service
provide and use it fo transact online using your mobile number and
]- . o..vi .ng /’ G

Do you know that bank would bear the loss of 3

banking frauds only if negligence or security laps =

is found at bank's end?

Total 1785 cases have been reported related to
credit/debit card and Internet banking fraud in the year 2017
alone. This amounted to a total loss of R.s 71.48 crores.

Concerned about online transaction frauds? Don't
worry..with awareness and precautions you can

safeguard yourself against online transaction
frauds. Please remember if you don't share your
bank and card details like card number, PIN, CVV, expiry
date bank account password, etc., with anyone, you may be able to
protect yourself against online transaction frauds. You need to be
careful and follow safeguards to protect yourself and your friends
against such frauds.

Let's discuss how you can protect yourself from becoming a victim
of online transaction frauds. Don't forget to share these
suggestions with your family and friends.

@c Never share your bank and card details such as online acco
password, card number, CVV, expiry date, PIN, OTP, ¢
anyone. By sharing these details you will compre




WI%%* iogm to your bank acceunt You must not click on a
imk of ﬁank website appearing on an email, text message
: a&? a ;%;mp This may be a fake link and may take you to a fake

Once you login to your bank account from a fake site,
o éer.s;éfuve details like account number and password may

°2€\

@eswlen
C &"":wruz: nz%p; mxzubank om : P
4 >( (E) https ;;wwmcscbankcom " o

g~ Check for fhe. bank's security certificate details and various
signs such as green address line, lock sign on the address bar
and HTTPS to confirmyouare visitingasecure bank website

& Secure http.s..f'.f":

he New York “T;E:s e B

e ﬁg VAW . ﬂytam@s ccsm

e e T et ey
G Bl =

o

@ Always check the website URL starts with HTTPS. The
website URL with HTTPS encrypts your data in the website
and protects it from any kind of tampering. Do not share your
confidential information such as online account password,

card number, CVV, expiry date, PIN, OTP, etc. on the website

which doesn't start with HTTPS.




@f Ne.%r msfaff psr'a'red software on your mobile or computer. It

i '\fs not nnfy illegal but may also compromise security of your

if '\ ?cde.vifees. Always install a good antivirus on your computer and
mobile phone. I't is important to keep your computer software
and anti-virus up-to-date.

&= Avoid making online transactions using a public Wi-Fi or a
computer in a cyber café. Computers in the cyber café may
not have updated antivirus or may be infected with malware
which may compromise your bank details and other sensitive
information such as card number, expiry date, CVV, etc.

&= Make it ahabit to review the monthly statements of your bank
account and credit cards. Check if there is any unrecognized
transaction.

@™ If you find that your bank account or card details are
compromised/stolen by someone or your debit or credit card
is lost, call the bank immediately and block your card/account
immediately. If unauthorized transactions have taken place,
youmust lodge a formal complaint at your nearest police
station.




\

Safeguards for your
social networking profiles

Social networking sites such as Facebook, Twitter, Instagram,
Snapchat, etc., are extensively used by all of us. We love sharing
anupdate or a selfie or pictures with our friends and relatives. We
love receiving likes and comments on our posts/pictures and
updates. While social networking sites have helped us in
connecting with our friends and relatives easily, there are serious
cyber threats that can impact us if we are not careful.

How it works?

=——= Cyber criminals and cyber bullies can use social
—— networking platforms to harm us. Let us learn about

common cyber threats related to social networking
sites which can impact anyone of us.

&= Cyber criminal can create your fake account on social medi
use it to share negative things and inappropriat
your image or for other illegal purposes. Thi
and can impact anyone. It is easy to create
using any email id. These days our pictu
and other details are easily available
use these details to create ourfakea



; i "-%\yérigfing sii'es Cyber' cmmmals sh«re a posf wrrh a ﬁml icious
lﬁ( ora malware. If you click on the link, your' cempu*fe.r' or
i mob%le canbe infected or compromised. .

Concerned about cyber threats on social networking
platforms? Don't worry.. with awareness and
precautions you can safeguard yourself and use
social mmorkmg sites safely. You need to be
eful and follow safeguards fo protect yourself amd yaurfmends
gainst such frauds.

7 First important step is to safe.guar‘d‘ yaur own saaal
networking account so that tT is not hacked or campromasgd
For Tlms you must use a complex passwwd and {:‘hange it

; Tha*k most of the social medla sﬁes cmd.
email service providers give you an option of two factor

authentication to login in to your account? Youcango to =

settings and activate two factor authentication. This =
means you will need to type your password and One

= Time Password (OTP) received on your mobile to login to your account.

&= Whateveryou pcs'r on social networkinc

. It is a good safety feature and should be used for all your account:
' Ng@éﬁn sham passwm’d of yocgf_' social
anyone. Sharing password may compromise

everyone unless you restrict the ac
friends/followers. You must change







ly so That ?hey can suppor*f and guide you. With
om your parents, wu can also register a complaint
: pollga station.

&s#&l unwnfed software and apgs from unknown

e. E%‘iever click on links or files received from unknown
hipers m; on social media. This may be an attempt to infect your
~ computerwitha malware.

&~ Fake news or Hoax messages spread like wildfire on social
‘media. It may create law and order problem and may end-up
causing loss of life in few cases. Before fomarémg or sharing
any message on social media or messaging app, check it on
other sources also ?o confirmits aumenﬂt:fy

&= Never download or uploqd copymghwd content such c!Spoams
essays, videos, music, images, composition of sengg music,
software, etc. without the author's pemussmn The act of
downloading and uplocdmg copyrighted work of o'rhers isan
offence.

Hope you en de readmy fhrs handbook These
suggestions should help you in gmfec?mg yourself
from cybercrimes. As you know cybercriminals
fre.quanﬂy devise new ways to cheat people. It is
m;aor'ran? to remain up to date wﬁ-h new threa’ts and ways to
protect ourselves.

Few suggestions from your cvfber-bm :
| (&= Read more about cybersecurity, emergmg new threats and ]
- ways to safeguard against cybercrimes.

| & Beagood cyber citizen. Use precautions ywr%;
your friends and fami Iy about cyber Security L

2nic.in or pmuie ;'-.-
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